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Cyberbullying is one of the prominent forms of bullying which takes place over an 
electronic medium and involves an electronic form of contact. The gravity of 
cyberbullying has been neglected over the years however this form of bullying and 
harassment has become increasingly common among teenagers who are constantly 
glued to their electronic devices. Unaware teenagers leave a gigantic digital footprint 
and therefore leave themselves vulnerable to be attacked by cyber bullies. In 
developing countries such as ours (India) cyber laws are still weak and in-effective 
leaving people more vulnerable. In this paper, I highlight this problem and use the 
Venus Fly Trap Mathematical algorithm to map how a bully catches or traps users 
through his site. I try and visualize how bully traps users and have mapped it onto the 
Venus Fly Trap model through which I hope to create awareness about the importance 
of Cyber Laws and the urgent need for reforms to protect users especially teenagers. 

Proposed Problem Statement: 

Non-existent or in-effective cyber laws in developing countries have led to internet 
users being exposed to cyber-attacks and cyberbullying. Most of such users are 
teenagers who are constantly glued to their electronic devices. They leave a gigantic 
digital footprint and therefore leave themselves vulnerable to be attacked by cyber 
bullies. The problem here is people still do not understand the importance of such 
cyber laws which are very important to protect users. 

LITERATURE SURVEY: 

[1] This paper studies the opening and closing mech. of Dionaea muscipula (The 
Venus Fly Trap). It goes on to propose a mathematical model to explain the 
phenomenon of movement of the trap among its three states (open, semi-closed, and 
close). The model takes into consideration charge accumulation of action potentials, 
that is generated by stimulation of the sensitive trigger hairs on the lobes of the 
flytrap. Although a lot of other studies have been given for the Venus flytrap trap 
mechanism, this paper explains the mechanism from a nonlinear dynamics and control 
perspective. 

[2] Theywerethe first ones to discover the phenomenon and study how the Venus 
Flytrap Dionaea muscipula Counts Prey-Induced Action Potentials to Induce Sodium 
Uptake. [6] This paper investigates the nature and extent of cyberbullying teenagers 
experience. Its shows a survey of 177 7th Grade students in an urban and semi-urban 
city. The results show that 54% of the students were victims of bullying and ¼ of 
them are or had been cyberbullied. The paper further goes on to say that 1 in 3 
students had bullied others in a traditional form and 15% had used electronic means to 
do so. Its shows almost 60% of the victims are females and on the other hand 52% of 
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the bullies are male. It also goes on to tell thatthe majority of the victims and 
bystanders failed to report the incident. 

[7] This paper thoroughly examines the relation between involvement in 
cyberbullying (both as a victim or a bully) and both suicidal ideation and depressive 
symptomology. Data was collected from 399 teenagers, 57% of which were female, in 
Canada in 8th to 10th grade. The result showed that being involved in the process of 
cyberbullying as a victim or a bully distinctively contributed to both suicidal ideation 
and depressive symptomology more than that in traditional bullying. The paper 
concludes:  
“Given the ever-increasing rate of accessibility to technology in both schools and 
homes, these finding underscore the importance of addressing cyberbullying, with 
respect to both research and intervention, as a unique phenomenon with equally 
unique challenges for students, parents, school administrators and researchers 
alike.” 

[8] This paper states that bullying has gone beyond the schoolyard and has entered the 
virtual world. Minors with the advent of the internet are becoming more and more 
vulnerable. It tells us how the growth of suicide of victims subjected to cyberbullying 
has raised alarm worldwide. This paper analyses the Indian Law of cyberbullying 
taking into consideration the growth of cyberbullying in India and the world.[9]The 
paper studies the relationships between cyber hostility and cultural values, it also 
includes peer attachment as a moderator in these relations.[10] One in Ten (12%) 
Parents Online around the world say their child has experienced cyberbullying while 
one in four (24%) say they know a child in their community who has experienced the 
same. Three quarters (77%) of world residents say cyberbullying needs special 
attention from parents and schools while a minority (23%) think cyberbullying can be 
handled through existing anti-bullying measures. Awareness of cyberbullying is high 
(66%) among the 24 countries surveyed. Those citizens most aware of cyberbullying 
are from Indonesia (91%), Australia (87%), Poland (83%), Sweden (82%), the United 
States (82%) and Germany (81%). However, not all countries have such high levels of 
awareness. Only three in ten (29%) of those in Saudi Arabia say they have heard of 
cyberbullying, followed by Russia (35%), China (49%), Turkey (50%), France (53%) 
and India (53%). 

Surveys: 

• Microsoft Corporation in 2012, conducted across 25 countries ranked India third in 
the number of online bullying cases reported. 

• Internet security company, McAfee, conducted a study in 2014 according to which, 
“Half of the youth in India have had some experience with cyberbullying.” 

• The 2016 Norton Cybersecurity Insights Report states that 51% of parents around 
the world see online bullying as more likely than being bullied at school or work 
(49%). 

• Ipsos Survey Table [2] 
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The Venus Fly Trap Analogy

 

Figure 

[A] The open state of the trap characterized by the separation of the 2 lobes, [B] The 
semi-closed transition state, lobes brought together, but not tightly closed, [C] Tightly 
closed state, trap appearance changes and 
lobes in direct contact. [D and E] Higher magnification of the trap lobes in the 
transition and tightly closed states respectively.
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Table [1]: Parental Perspective Table [2]: Ipsos Survey 

The Venus Fly Trap Analogy: 

Figure 1- A, B, C, D – Showing the closing of the Venus Fly Trap 

[A] The open state of the trap characterized by the separation of the 2 lobes, [B] The 
closed transition state, lobes brought together, but not tightly closed, [C] Tightly 

closed state, trap appearance changes and buckling occurs around outer edges of trap, 
lobes in direct contact. [D and E] Higher magnification of the trap lobes in the 
transition and tightly closed states respectively. 
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[A] The open state of the trap characterized by the separation of the 2 lobes, [B] The 
closed transition state, lobes brought together, but not tightly closed, [C] Tightly 

buckling occurs around outer edges of trap, 
lobes in direct contact. [D and E] Higher magnification of the trap lobes in the 
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Figure 2 Flow Chart 

 
The Venus Fly Trap works on the basic principle of counting when a prey enters in 
the vicinity of the trap the plant emits sent to attract the prey towards it. When the 
attracted prey is inside the trap area the plant counts the number of action potential 
(AP) the prey makes through its movements. This it tracks using electrical impulses 
from the action potential. The resulting Aps are stored in the leaves now if there are 
two AP within 20 sec period the charge accumulates and crosses the threshold value 
water gushes into the leaves through channels and the trap semi-closes in 0.3 sec.  

Once inside the prey panics and further moves giving more electrical pulses which 
results into the plant releasing digestive enzymes and becoming fully closed which 
neutralizes the prey.  

Similarly, I assume a bully has set up a trap site which has its links scattered across 
various websites in such a way it attracts users through some lucrative advertisement 
or under false pretexts. Once attracted the user visits the site again and again and 
spends more time on the site which can be considered equal to action potential 
simulated by prey movement. The greater number of times a user accesses the site the 
more vulnerable he becomes to the bully which is what Iam trying to visualize 
through the model below.   
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Data Set: 

For a test case I downloaded a sample web
trap site. Web-logs have a special nomenclature and contain information about each 
hit. Every time a user accesses the site, the IP address of the server, 
the computer the cookies, date time along with several other information are logged 
onto this file. 

The web-log file is extensive as it contains real
have accessed the site. For our study we only require date
number of clicks of the user therefore 
scans the log file and extracts the 

Figure 
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downloaded a sample web-log file for a site which 
logs have a special nomenclature and contain information about each 

hit. Every time a user accesses the site, the IP address of the server, 
the computer the cookies, date time along with several other information are logged 

Figure 3 Weblog data from trap site 

log file is extensive as it contains real-time information of all 
have accessed the site. For our study we only require date, time, the IP addresses

of the user therefore a little pre-processing is required. The
scans the log file and extracts the important information which we store 

Figure 4Web log data- after data cleaning and pre-processing 
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log file for a site which I consider to be a 
logs have a special nomenclature and contain information about each 

hit. Every time a user accesses the site, the IP address of the server, the IP address of 
the computer the cookies, date time along with several other information are logged 

 

time information of all users who 
the IP addresses, the 

processing is required. The code 
important information which we store locally. 
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After pre-processing, we extract all the 

 
This is the most important piece of information as we need to track the number of 
times a user accesses the site. Each access is considered a HIT
of duration for which the user acce
during the session, and the number of sessions
hit for every user that visits the site once this count crosses the 
assume that the user has been tra
its prey. Here the capturing process signifies how addicted the user has become to the 
site disclosing more and more information with time. As the vulnerability count 
(number of hits) increases the user 
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, we extract all the unique IP addresses which visited the site

This is the most important piece of information as we need to track the number of 
times a user accesses the site. Each access is considered a HIT which is a combination 
of duration for which the user accesses the sit (session time), the number of clicks 
during the session, and the number of sessions. With our code we count the number of 
hit for every user that visits the site once this count crosses the threshold 
assume that the user has been trapped by the bully similar the way the plant captures 
its prey. Here the capturing process signifies how addicted the user has become to the 
site disclosing more and more information with time. As the vulnerability count 
(number of hits) increases the user becomes more vulnerable. 

Figure 6 Generated list of trapped IP addresses 

Figure 5 List of unique IP-addresses who visited the site
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which visited the site. 

This is the most important piece of information as we need to track the number of 
which is a combination 

sses the sit (session time), the number of clicks 
. With our code we count the number of 

threshold value, we 
similar the way the plant captures 

its prey. Here the capturing process signifies how addicted the user has become to the 
site disclosing more and more information with time. As the vulnerability count 

 

addresses who visited the site 
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To visualize the phenomenon, we
nodes as users who access the site. As a user accesses the site its 
increases until finally it reaches a thresh hold where the node turns red
high risk of cyberbullying

It is important to note that just as the Venus fly the predator does not attack until the 
vulnerability score of the user/prey crosses a 
visualization the node remains blue (not at threat) until it crosses the threshold. 

CONCLUSION: 

In countries like India where 
internet cyber laws remain
especially teenagers against predators on the internet. In this paper I have referred 
various surveys carried out over the years to show how people 
the threat to their security and privacy over the internet
analogy of the Venus fly trap model and its algorithm to show how a cyber predator 
slowly captures its preys
everyday more people are getting connected with the world wide w
how India is quickly progressing, however these new users (
remain unaware about the threat to their privacy and are unwittingly making 
themselves vulnerable to these predators. The out dated cyber laws fail to protect 
these new users efficiently. 
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To visualize the phenomenon, we can assume a central node as a trap site and other 
access the site. As a user accesses the site its 

increases until finally it reaches a thresh hold where the node turns red
cyberbullying, cyber black-mailing or cyber-attack by the predator(bully)

Figure 7 Visual Representation of trapping process 

It is important to note that just as the Venus fly the predator does not attack until the 
vulnerability score of the user/prey crosses a threshold. Therefore, in the above 
visualization the node remains blue (not at threat) until it crosses the threshold. 

In countries like India where every day more people are getting connected 
remain outdated and not proficient enough to protect users 

specially teenagers against predators on the internet. In this paper I have referred 
various surveys carried out over the years to show how people remain
the threat to their security and privacy over the internet. I also use an interesting 
analogy of the Venus fly trap model and its algorithm to show how a cyber predator 

preys (the users). I would like to conclude that even though 
everyday more people are getting connected with the world wide w
how India is quickly progressing, however these new users (especially teenagers) 
remain unaware about the threat to their privacy and are unwittingly making 
themselves vulnerable to these predators. The out dated cyber laws fail to protect 

efficiently. Therefore, it is the need of the hour to reform these laws 
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assume a central node as a trap site and other 
access the site. As a user accesses the site its vulnerability count 

increases until finally it reaches a thresh hold where the node turns red indicating at 
attack by the predator(bully). 

 

It is important to note that just as the Venus fly the predator does not attack until the 
. Therefore, in the above 

visualization the node remains blue (not at threat) until it crosses the threshold.  

more people are getting connected over the 
ient enough to protect users 

specially teenagers against predators on the internet. In this paper I have referred 
remain unaware about 

. I also use an interesting 
analogy of the Venus fly trap model and its algorithm to show how a cyber predator 

. I would like to conclude that even though 
everyday more people are getting connected with the world wide web which shows 

specially teenagers) 
remain unaware about the threat to their privacy and are unwittingly making 
themselves vulnerable to these predators. The out dated cyber laws fail to protect 

it is the need of the hour to reform these laws 
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and create awareness among young users about their digital footprint and how to be 
safe online. 
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