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Cloud computing is one of the sharp and important drive in various computing 
technologies. It provides flexibility to users, cost effectiveness, site independence, 
easy maintenance, empowers multitenancy, drastic performance advances, and 
increased productivity. On the other hand, here are also major issues like safety. 
Being a common server, security for a cloud is a major issue; it is important to 
provide security to protect user’s isolated data, and it is especially vital in e-commerce 
and social networks. Secure Hash Algorithms, their vulnerabilities, software 
applications, risk of attacks and comparison with other chopping algorithms as well as 
the rewards and disadvantages between hashing methods and encryption are given. 
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1. INTRODUCTION 

CLOUD computing  also referred as “ The Cloud” . Cloud computing is nothing but 
shared data and computing processing resources among all computers available on 
systems. Cloud computing allows users to store information at a third party’s data 
center. Cloud computing be contingent on the sharing of resources to gain coherence 
and effective usage of electricity. one of the most drastic and important turning points 
in the field of computer science, as it reduces the total of data, while increasing the 
efficiency of data, and reducing costs, etc. On the other hand, it has also given birth to 
certain issues such as the security of user’s data. Algorithms have developed to gain 
maximum security. Data is secured only if it 
fulfills the availability, integrity and confidentiality of data. Confidentiality is the 
most important requirement since a user has to be confident and satisfied if s/he keeps 
data on a third party data canter. To this level of Security, many cryptographic 
algorithms are developed. 
Cryptography  a technique to change data into an illegible form, which makes it 
useless for any intruder who tries to obtain the data without permission. Hash is 
method where it takes variable length message into secure size output by using 
hashimg algorithm. 

2.HASHING 

Numerous types of hashing have developed. One common approach among all 
hashing algorithms is to cipher data by a hash function. The MD5 hashing algorithm 
was designed by Professor Ronald Rivest at MIT in 1991. The algorithm uses a hash 
function which generates a hash value of 128 bits; thus, there are 2 

combinations which can be easily broken by brute force spell using a current Intel 
2.6 GHz Pentium 4 processor. Crash attack also breaks this hash value within 
seconds. More than 15 million hashes per second can be calculated on NVIDIA 
GeForce graphics. GeForce 8800 Ultra can break everywhere 200 million hashes per 
second [1], [8]. 

Abstract 
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Secure Hash algorithms have been originate to generate more than 128 Bit keys to 
overcome brute force and collision attacks. These procedures are mainly recognised 
as SHA with different versions of SHA-0, SHA-1, SHA-2 and SHA-3 designed by the 
National Security Agency in US Federal Information Processing Standard. 

 MD5 function is a cryptographic algorithm that receipts an input of arbitrary length 
and produces a message digest that is 128 bits long. The digest is occasionally also 
called the "hash" or "fingerprint" of the input. MD5 is used in many situations where 
a potentially long message needs to be treated and/or compared quickly. The most 
common request is the creation and 
verification of digital signature 3 . CLOUD COMPUTING  

Cloud Computing is an significant concept in computer development in recent 
years. The concept refers to the use of calculating capacity and storage of 
computers and servers in the world ended the Internet. Cloud services allow folks 
and businesses to use software and hardware that are succeeded by third parties at 
remote locations. Examples of cloud services include working file storage, social 
networking sites, web-mail, and online business bids 

 

3.1 Layers of cloud computing 

3.1.1Infrastructure as a Service (IaaS) Infrastructure as a service brings 
computing capitals as a service, servers, network devices, And are storage disks 
are made available to governments as services on a need-to basis. 

3.1.2Platform as a Service (PaaS)  layer provides a stage for creating applications. 
PaaS solutions are basically development platforms  which the development tool 
itself is hosted in Cloud and accessed over internet. PaaS, developers can figure 
Web applications wanting installing any tools on their computers and then deploy 
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those applications without any specific systems administration skills. Examples 
include Google App Engine, Force.com and Microsoft Azure. 

3.1.3 Software as a Service (SaaS)  layer includes applications that run off  Cloud 
and  available on demand to Web and salaried f on a per-use basis, anytime-
anywhere basis. There is no essential to install and run the special software on your 
CPU if you use the SaaS 

3.2The typical features of hash functions are 

1)Fixed Length Output (Hash Value) 
Hash function woods data of arbitrary length to a fixed distance. process is often 
referred to as hashing the data. In general, hash is much smaller than the input facts, 
hence hash functions are some times called compression functions.  hash is a 
smaller representation of a bigger data,  also referred to as digest. Hash function 
with n bit output is referred to as an nbit hash function. Popular hash functions 
generate morals between 160 and 512 bits. 

2)Efficiency of Operation 
Generally for any hash purpose h with input x, 
computation of h(x) a fast operation. Computationally hash functions are ample 
faster than a symmetric encryption. 

3.3 Properties of Hash Functions 

 To be an effective cryptographic tool, the hash function is looked-for to possess 
succeeding 
properties 
1)Pre-Image Resistance 
This goods means that it would be computationally solid to reverse a hash function. 
In other arguments, if a hash function h produced a hash value z, formerly it should 
be a hard process to find any effort value x that hashes to z. 
This stuff protects in contradiction of an attacker who only has a hash value and is 
tiresome to find the input. 

2)Second Pre-Image Resistance property means given an contribution and its hash, 
it should be solid to find a diverse input with the same hash. 
In other words, if a mess function h for an input x produces hash value h(x), then it 
ought be tough to find any added input value y such that h(y) = h(x). 
This stuff of hash function guards against an attacker who has an input worth and its 
hash, and desires to substitute different value as legitimate cost in place of creative 
input value. 3)Collision Resistance  property means it must be hard to find two 
dissimilar inputs of any length that result in the same hash. property is also 
mentioned to as collision free hash function. other words, for a hash function h, it is 
solid to find any dual different contributions x and y such that h(x) = h(y).Since, 
hash meaning is compressing meaning with immovable hash span, it is impossible 
for a hash function not to have accidents. This stuff of collision free only confirms 
that these collisions should be hard to find.This property makes it very trying for an 
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attacker to find two input principles with the same hash.Also, if a hash function is 
collisionresistant then it is subsequent pre-image resistant. 

Design of Hashing Algorithms At the emotion of a hashing is a mathematical 
function that functions on two fixed-size chunks of data to make a hash code. This 
hash function forms the share of the hashing algorithm.The size of each statistics 
block varies depending on the algorithm. Classically the block sizes are from 128 
bits to 512 bits. The subsequent illustration demonstrates hash function − 

 

Fig:3.1 

Since, the hash value of first message block becomes an input to the additional hash 
operation, output of which changes the result of the third operation, and so on. This 
result, known as 
an avalanche result of hashing. Avalanche effect consequences in substantially 
different hash values for two mails that differ by even a single bit of data. 
Comprehend the difference between hash function and algorithm properly. The 
hash function generates a hash code by operating on two chunks of fixed-length 
binary data. 

Hashing algorithm is a procedure for using the hash function, stipulating how the 
communication will be broken up and how the results from previous memo blocks 
are chained together. 

Popular Hash Functions 
Let us temporarily see some general hash purposes Message Digest (MD)MD5 was 
most generaland widely used hash function aimed at quite some years. The MD 
family includes of hash functions MD2, MD4, MD5 and MD6. It was accepted as 
Internet Standard RFC 1321. It is a 128-bit hash purpose.MD5 digests have been 
extensively used in the software ecosphere to provide assurance about honesty of 
transferred file. For example, file servers often provide a pre-computed MD5 
checksum for the files, so that a user can liken the checksum of the transferred file to 
it.In 2004, collisions were found in MD5. An analytical attack was stated to be 
fruitful only in an hour by using computer cluster. This crash attack resulted in 
cooperated MD5 and hence it is no longer recommended for use. 

How MD5 works 
Preparing the input 
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The MD5 procedure first divides the input in blocks of 512 bits each. 64 Bits are 
introduced at the end of the last block. These 64 bits are used to record the length of 
the unique input. If the last block is less than 512 bits, some additional bits are 
'padded' to the end. Next, each block is alienated into 16 words of 32 bits each. 
These are denoted as M0 ... M15. 

The buffer 
MD5 uses a bumper that is made up of four arguments that are each 32 bits long. 
These arguments are called A, B, C and D. They are initialized as word A: 01 23 45 
67 word B: 89 ab cd ef word C: fe dc ba 98 word D: 76 54 32 10 

The table 
MD5 additional uses a table K that has 64 rudiments. Element number I is indicated 
as Ki. The table is calculated beforehand to speed up the computations. The 
rudiments are computed using the exact. Ki = abs(sin(i + 1)) * 232 

Four auxiliary functions 
F(X,Y,Z) = (X and Y) or (not(X) and Z) G(X,Y,Z) = (X and Z) or (Y and 
not(Z)) H(X,Y,Z) = X xor Y xor Z I(X,Y,Z) = Y xor (X or not(Z)) 

Processing the blocks 
The fillings of the four bumpers (A, B, C and D) are now varied with the words of 
the input, using the four supplementary functions (F, G, H and I). There are four 
rounds, each involves 16 basic operations. One process is illustrated in the figure 
below. 

 

After all circles have been did, the buffers A, B, C and and D cover the MD5 
digest of the original output 

4.CONCLUSION 

Cloud providers essential to safeguard the privacy and security of personal data that 
they hold on behalf of organizations and operators . Responsible management of 
individual data is a central part of making the trust that underpins adoption of cloud 
founded services – without trust, customers will be unwilling to use cloudbased 
services. 
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Authentication is  as necessary in Cloud Computing. Later referred the papers I 
propose a new idea i.e. Secure Cross Stage Communication in a cloud. The main 
goalmouth is to securely stock and manage data that is not controlled by the owner 
of the data. The data are stored in cloud setting Cloud security here is solved by as 
long as a Hash Function for data in the mist. 
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