
Online International Interdisciplinary Research Journal, {Bi-Monthly}, ISSN 2249-9598, Volume-09, May 2019 Special Issue (04) 

 

 w w w . o i i r j . o r g                      I S S N  2 2 4 9- 9 5 9 8 
 

Page 79 

A Survey onVarious CryptoSystems 

        

JyothsnaA.Na,Archana .Mb 
abLecturer,Seshadripuram First Grade College,Yelahanka, Bangalore, India 
      
 

Since the beginning of the civilization, information has been the most secure asset. In the 
present technological worldas the information exchange is more dominant through 
various modes, security of the information is also a challenge. This paper gives an insight 
of the different types of cryptography techniques. Cryptography is the art and science of 
secret writing that changes the message from its typical structure into a garbled structure. 
The main idea of this paper is to portray detail review on encryption, decryption of 
traditional and modern symmetric key ciphers. 
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Introduction 

Cryptography as the discipline that studies the mathematical techniques related to 
Information security such as providing the security services of confidentiality, data 
integrity, authentication and non-repudiation.The main objective of cryptography is to 
enable two people to communicate over an insecure channel [1][2]. Cryptography is a 
mechanism in which information is encrypted or transformed into some unreadable 
format called cipher text. Only the authorized user having the secret code can decrypt or 
decipher the received message. A number of encryption techniques are available in 
literature. All encryption algorithms can be divided in two major groups which are [3]: 
(1) Symmetric key encryption algorithms, and (2) Asymmetric key encryption 
algorithms. 

Cryptography is the art of transforming a readable text (plain text) into an unreadable one 
(cipher text) which ensures data privacy. The word “crypto” mean “hidden” and “grapy”  
mean “to write”. It is concerned with information security, data encryption, data 
authentication and access control. There are two types of cryptography- Symmetric Key 
(Secret Key) cryptography and Asymmetric Key (Public Key) cryptography. In this brief, 
we have discussed some of the proposed algorithms based on Symmetric Key cryptography. 
Symmetric Key Cryptography uses a common key (Secret key) for both encryption and 
decryption purposes. Thus, it is more effective to the Asymmetric Key counterpart. Various 
algorithms and mechanisms have been developed so far to implement Symmetric Key 
cryptography. We have discussed some of them in the coming sections. Cryptography is the 
art of transforming a readable text (plain text) into an unreadable one (cipher text) which 
ensures data privacy. The word “crypto” mean “hidden” and “grapey” mean “to write”. It is 
concerned with information security, data encryption, data authentication and access 
control. There are two types of cryptography- Symmetric Key (Secret Key) cryptography 
and Asymmetric Key (Public Key) cryptography. In this brief, we have discussed some of 
the proposed algorithms based on Symmetric Key cryptography. Symmetric Key 
Cryptography uses a common key (Secret key) for both encryption and decryption 
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purposes. Thus, it is more effective to the Asymmetric Key counterpart. Various algorithms 
and mechanisms have been developed so far to implement Symmetric Key cryptography. 
We have discussed some of them in the coming sections. 
IEEE-32331 International Conference on Science, Engineering and Management 
Research (ICSEMR 2014) 978-1-4799-7613-3/14/$31.00 ©2014 IEEE  
 
A Study and Analysis on Symmetric Cryptography 

In Symmetric key encryption or secret key encryption, only one key is used for 
both encryption and decryption. In asymmetric key encryption two keys are used i.e. 
public key and private key. This type of encryption is also called public key encryption. 
Symmetric key encryption algorithms are faster than asymmetric key encryption 
algorithms [4,5] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig:1 Classification of Traditional Symmetric Ciphers 
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Traditional Symmetric Key Ciphers. 

In traditional symmetric key ciphers to convert a plaintext to a cipher-text sender 
and receiver uses a single key and the same key receiver can use to send the message 
back to sender. Here the entire process of encryption and decryption happens with single 
key so it is termed as symmetric key ciphers. 

The symmetric key ciphers are divided into two broad categories.  They are 
stream ciphers and block ciphers.  Stream ciphers encrypt the bits of information one at a 
time - operate on 1 bit of data at a time. Stream ciphers are faster and smaller to 
implement than block ciphers, however, they have an important security gap.  If the same 
key stream is used, certain types of attacks may cause the information to be revealed.  
Block cipher is a symmetric cipher which encrypts information by breaking it down into 
blocks and encrypting data in each block.  A block cipher encrypts data in fixed sized 
blocks [6]. 

Substitution Cipher:  

A substitution cipher is a type of encryption where letters or units of characters are 
replaced by others in order to encrypt a text sequence.The process of substitution cipher 
depends on the randomly selected permutation of the letters of the alphabets used in the 
encryption process. In the substitution cipher a letter is replaced with another letter to get 
the cipher text. For example, letter A can be replaced with letter D, and letter M can be 
replaced with letter P just randomly. There are actually 26 alphabets in English language 
and the possible permutation of these 26 alphabets would result in 26! which is actually 
equal to (4*10^26).The secret key of the encryption process is the permutation of one of 
these alphabets. 

This substitution ciphers are categorized into two types. 

a)Mono-alphabetic ciphers 

b)Poly-alphabetic ciphers 

The simplest of all substitution ciphers is mono alphabetic ciphers those in which the 
cipher alphabet is merely a cyclical shift of the plaintext alphabet. Of these, the best-
known is theCaesar cipher and Affine cipher in whichone character is replaced at a 
time with another character. Whereas in poly-alphabetic cipher  more a set of  characters 
are replaced at a time by another set of characters the best known examples are  Auto-key 
cipher, Vigenere cipher etc. 

Caesar Cipher: Caesar ciphers are called as shift cipher. The reason why it is called as 
so because that the encryption algorithm can be interpreted as “Shift keys characters 
down” and the decryption algorithm can be interpreted as “shift keys character up”. It is 
the simplest form of the substitution cipher schemes. The basic idea here is to replace the 
alphabet or shift the alphabet with another alphabet within the 26 alphabets available. The 
secret key used in this cryptosystem lies between 0 and 25, and this secret key number is 
agreed upon both the sender and receiver prior to the encryption and decryption process. 

The below example of Caesar cipher helps you to understand the basic ideology which 
lies in the mono-alphabetic Caesar cipher. 
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When the cipher is additive, the plain-text[P], cipher-text[C] and the key are integers in 
Z26. 

For encryption we use , C = (P + K) mod 26. And for decryption we have  

P = (C – K )mod 26.  

For example: Encrypt a message “hello” using a key=15. 

In caesar cipher we consider plain-text characters to be in lower case letters(a to z) and 
cipher-text characters to be in uppercase(A to Z). 

P:h     07 Encryption(07+15)mod 26 C:22      W 
P:e     04 Encryption(04+15)mod 26 C:19      T 
P:l     11 Encryption(11+15)mod 26 C:00      A 
P:l     11 Encryption(11+15)mod 26 C:00      A 
P:o    14 Encryption(14+15)mod 26 C:03      D 
 

Affine Ciphers 

The combination of Caesar cipher and multiplicative cipher results in affine cipher with a 
pair of keys. And it is a type of mono-alphabetic substitution cipher, wherein each letter 
in an alphabet is mapped to its numeric equivalent, encrypted using a simple 
mathematical function, and converted back to a letter.(It is same written on web.,how to 
reframe it) 

The affine cipher uses a pair of keys in which the first key is from Z26* and the second is 
from Z26. The size of the key domain is 26× 12 = 312.(Since, for the standard alphabet , 
there are 12 numbers less than 26 which are co-prime to 26 and for each of these there are 
26 possibilities for the values of b, we have a total of 12*26=312) 

Use an affine cipher to encrypt the message “hello” with the key pair (7, 2). 

P:h Encryption(07*7+2)mod 26 C:25      Z 
P:e Encryption(04*7+2)mod 26 C:04      E 
P:l Encryption(11*7+2)mod 26 C:01      B 
P:l Encryption(11*7+2)mod 26 C:01      B 
P:o Encryption(14*7+2)mod 26 C:22      W 
 

Poly-alphabetic ciphers 

Poly alphabetic cipher is also a substitution cipher in which, each occurrence of a 
character may have a different substitute. The relationship between a character in the 
plaintext to a character in the cipher-text is one-to-many.The best known examples of 
poly-alphabetic ciphers are auto-key cipher and vigenere cipher. 

Auto-Key Cipher 

The auto-key cipher is a poly-alphabetic cipher  and uses a different method of generating 
the key. Here the key is a stream of subkeys, in which each subkey depends upon the 
plain-text character that uses the subkey for encryption.The first subkey will be 
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predetermined by the sender and receiver of the message and the second subkey is the 
value of first plain-text character between 0 to 25 and so on. 

The name autokey depicts that the subkeys are automatically created from the plain-text 
during the encipherment process. 

It can be describes as follows 

P=P1,P2,P3,................        C=C1,C2,C3,..........................   k=(k1,p1,p2,p3,.........) 

Encryption: Ci=( Pi + ki ) mod 26                     Decryption: Pi=( Ci – ki ) mod 26                      

 

Assume that Alice and Bob agreed to use an auto-key cipher with initial key value k1 = 
12. Now Alice wants to send Bob the message “Attack is today”. Enciphering is done 
character by character. 

Plaintext a t t a c K i s t o D a y 
P’s Value 00 19 19 00 02 10 08 18 19 14 03 00 24 
Key 
stream 

12 00 19 19 00 02 10 08 18 19 14 03 00 

C’s Value 12 19 12 19 02 12 18 00 11 07 17 03 24 
Ciphertext M T M T C M S A L H R D Y 
 

Vigenare Cipher 

Vigenere cipher was designed by Blaise de Vigenere a French mathematician. He used a 
different strategy to create a stream of keys which is actually repetition of the initial key 
length m. 

The cipher can be described as follows, 

P=P1,P2,P3,................        C=C1,C2,C3,..........................    

k=[(k1,k2,,....km), (k1,k2,,....km),.......] 

Encryption: C=Pi + Ki                                    

Decryption:Pi = Ci – Ki 

Example: Encrypt a message “She is listening” using the keyword character “PASCAL”. 
The key stream is (15,0,18,2,0,11) and it can be repeated as many times as needed.  

Plaintext s H E i s L i s t e n I n g 
P’s Value 18 07 04 08 18 11 08 18 19 04 13 08 13 06 
Key 
stream 

15 00 18 02 00 11 15 00 18 02 00 11 15 00 

C’s Value 07 07 22 10 18 22 23 18 11 06 13 19 02 06 
Ciphertext H H W K S W X S L G N T C G 
Transposition Ciphers 

While we discussed the classification of traditional symmetric key ciphers 
initially in our paper, we saw how the substitution ciphers are actually used in the 
cryptosystem in order to encrypt and decrypt a message.Now we briefly discuss about the 
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transposition ciphers were actually substitution of letters will not happen instead of that 
the alphabets will be rearranged.In transposition cipher instead of substituting one letter 
with another letter, it changes the location of the letters. Here it transposes the letters or 
rearranges it. 
 Transposition ciphers can be categorized into two types  
Keyless Transposition Cipher: In this method we permute the letters in order to form a 
cipher-text. And this can be done in two ways i.e., the text is written into a table column 
by column and then transmitted row by row. And in second method the text is written 
into a table row by row and then transmitted column by column. 

The above said description of keyless transposition cipher can be briefly explained in the 
below example.A good example of a keyless cipher using the first method is the rail 
fence cipher. In this cipher, the plaintext is arranged in two lines as a zigzag pattern (i.e., 
column by column) and cipher text is created reading the pattern row by row.[7] 

For example, “meet me at the park” message can be written as 

m e m a t e a k  

e t e t h p r 

and then creates the cipher text ”MEMATEAKETETHPR” 

After receiving the above cipher text receiver divides it to half and then reads in zigzag 
pattern to unlock the message as no secret key is involved here in the process. 
Keyed Transposition Cipher: Here in this cipher we divide the plaintext into pre-
determined size and then we use a key to permute the characters in each block 
separately.For example “enemy attacks tonight”, if the sender wants to send this message 
to one of the receiver then both might have agreed upon that the entire text will be 
divided into groups of five characters and then permute the characters in each group.The 
key used for the encryption and decryption process is a permutation key, which shows 
how the characters are permuted.The key signifies that the third character in the plaintext 
block becomes the first character in the cipher text block and so on. 
The permutation yields to 

“EEMYN TAACTTKONSHITZG” when the receiver receives the quoted text divides 
into 5 character groups and using the reverse order, finds the plaintext.[7]. 

Modern Ciphers 

Data Encryption Standard (DES) 

DES structure consists of 64-bit input plain text and 56 bit key to produce 64- bit 
output cipher texts and supported 56-bits key length [8]. The least significantbit in each 
byte is a parity bit, which has to be set so that there are always an odd number of 1s in 
every byte. These parity bits are ignored, so only the seven most significant bits of each 
byte are used, resulting in a key length of 56 bits. The algorithm has16 iterations that 
interlace blocks of plaintext with values obtained from the key. 64-bit is given as the 
input to the algorithm which will be transformed into 64-bit output in series of steps. At 
the decryption side the same steps are repeated with the same key. The structure of DES 
is shown in the below Fig:2 
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Fig:-2 DES structure 

Advanced Encryption Standard 

AES is the an encryption standard recommended by NIST to replace DES. AES 
algorithm can support any combination of data (128 bits) and key length of 128, 192, and 
256 bits. The algorithm is referred to as AES-128, AES-192, or AES-256, depending on 
the key length. During encryption-decryption process, AES system goes through 10 
rounds for I28-bit keys, 12 rounds for I92-bit keys, and 14 rounds for 256-bit keys in 
order to deliver final cipher-text or to retrieve the original plain-text. 

Conclusion 

This paper gives a short survey on the various cryptographic algorithms according 
to the categories in cryptography. We have done a survey on different types of ciphers 
which are present in the current world. And we have discussed briefly about traditional 
ciphers, DES and AES algorithms as modern symmetric ciphers. Our future work will 
enhance on the asymmetric cryptosystems as well. 
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